NudopmannoHHbie MAaTEPUHAJIBI 00 AKTYAJIbHbIX HETATUBHBIX SIBJIEHHAX
B I (POBOM MPOCTPAHCTBE U CIOCO0AX MPOTUBOAECICTBUA TAKUM TEHACHUNAM

1. He3akoHHoe moTpedseHue U 000pOT HAPKOTHYECKHUX CPEACTB
Brimyck onmaita-mapadona JIsuxenus [lepBoix «IlepBbie. HaBbiku a1 sKU3HU
IIOCBAILEH TOMY, KaK IPOTUBOCTOATH PACIPOCTPAHEHUIO 3ANPEIIECHHBIX BEILECTB Yepes3

COLIMAJIBHBIE CETH, MECCEH/IKEPBI U OHJIANH-UTPBI:
https://vk.com/wall-214524833 291092

2. MoueHHHY€eCcTBO
[k BHEYpOYHBIX 3aHATHH IO BOIpocaM HH(OPMAMOHHOW O0€30MacHOCTU
U UUQPOBOM TUTHEHBl IIKOJbHUKOB, PEKOMEHIOBaHHBIM Poccuiickoil akagemuein
o0pa3oBaHusl, BKIIIOYAET METOJUYECKUE PEKOMEHIALNU JJIs MPOBEIEHUS BHEYPOUHBIX
3aHATHU 110 TeMe «MomeHHn4YecTBO» It 2-6 u 7-11 Kitaccos.
https://cifrateka.ru/teachers/?sectionld=56

[udpoBoit cepBUC MO KU3HEHHOM CUTyalluU «3alluTa OT MOIIEHHUKOB B CETH
Ha EawmHoM mopTase rocymapCTBEHHBIX W MYHUIUINAIBHBIX yCIyr ((GyHKIINN)
(moptan I'ocycayr).

https://www.gosuslugi.ru/scammer_protection

CepBuC NpenOCTaBISIET BEIOOP CIEAYIONIUX CUTYalMil: « MOIIIEHHUKH TBITAIOTCS
noiyuuTh jgoctyn kK locyciyram» (3Ta cuTyauusi HampaBlieHa Ha IOMOIIb
B BOCCTAHOBJICHMM KOHTPOJISI HaJ YYETHOM 3amuchio) M «S X0dy 3alluTUTHCA
OT MOIIICEHHHKOB B CeTW» (B JaHHOW CHUTyalluu pedb UJIET O Mepax MpeAoTBpaIlCHUs
MPECTYIHBIX IEUCTBUN).

B pamkax mepBoil cuTyaluu mpeacTaBieHa MOAPOOHAss HHCTPYKIIHS, B KOTOPOH
CoJIepKUTCSI MHMOPMAIIMS O TOM, UTO JeiaTh, €CIU TPAKJIAHUH yKE€ COOOIIMII Maposib
unu koa u3 CMC MoOllIeHHUKaM.

B pamkax BTOpOil cuTyallul pacCMaTPUBAIOTCA MEPHI, HAIIPABJICHHBIE HA 3aIIUTY
OT KHUOEpHpecTyNmHUKOB (3ampeT Ha o¢OpMIIEHHE JIOTOBOPOB CBS3U, 3ampeT
HA MOJy4YeHHEe KPEAUTOB U 3aiiMOB, MpaBuiia 0€30MacHOCTH TIPpH TeIeOHHBIX 3BOHKAX,
CrocoObl 3alUThl OT (PUHAHCOBOI'O MOIIIEHHUYECTBA), a TAKXKE MPEICTABICH YEK-JIUCT
1o HU(PPOBOM TUTHEHE.

PerynsapHo oOHOBisiemMass 0a3a MOIIEHHUYSCKUX CXEM Ha JaHHBIA MOMEHT
BKJIFOYAET 86 CXEM C UX KPATKUM OTTHCAaHUEM
https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1

3. BepOoBka
Mertonuueckue pEeKOMEHTaluu TUTSt neAaroruaecKux pabOTHUKOB
o011e00pazoBaTeIbHBIX OpraHu3anuin «OnnaiiH-BepOoBKa MOJIPOCTKOB:

npoduakTHueckas pabora B IIIKOJIC»
https://cifrateka.ru/upload/iblock/ac7/y8tkip9ovxy70w011j0pahi2ty97ufOl.pdf



https://vk.com/wall-214524833_291092
https://cifrateka.ru/teachers/?sectionId=56
https://www.gosuslugi.ru/scammer_protection/schemes?s=9&p=1
https://cifrateka.ru/upload/iblock/ac7/y8tkjp9ovxy70w01ij0pahi2ty97uf0l.pdf

4. OnacHble TPEeHAbl B COUAJIBHBIX CETHAX
Nudopmarnmonnsle  kaprtouku, mnoarororieHHsie AHO  «HauuonanbHbie
IMPUOPUTETHI COBMECTHO C AJIbSIHCOM (JIOCTYMHBI Ha pecypcax OObsicHsIeM.pd)

MMpumepbl pUCKOBAHHbIX
TeM B coLceTaxX:

4 Urpbl C yAyLUbeM 1 3aePXKOM AblXaHWs

ya

NPLIKKA C BbICOTbI, NaZEHWs, SKCTPEMabHbIE
«MPOBEPK»

CaMOonoBpeXAEHNe «pPain BUAEO»
Npuém TabneTok UNn ApYrux BeLeCTB «Ha Crop»
arpeccyBHbIE PO3bIrpbILLIY

4+ 4+ 4+ 4+

ornacHble anpxaku

> N
Ecnun Bbl yBUAENN, UTO pe6EéHOK MHTepecyeTCs

NOCTaMU Ha 3TV TeMbI, 06A3aTENbLHO
noroBopuUTeE C HUM.




NMouemy pebeHKyY
MHTEepecHo:

+ XenaHue bbiTb «KaK BCe»
4 CTpax cTaTb U3roem
4+ NOTPebHOCTL B NPU3HAHUK U TANKaX

4 HeaoCTaToYHas 3penocTb 30HbI MO3ra,
OTBeYarlLLen 3a NocneacTBuUS

NHTepec pe6éHKa yCMIMBAOT U aNrOpUTMBbI
couceTeil: OHM aHaANU3MPYHOT, YTO CMOTPUT

Nonb30BaTe b, U CHOBA 1 CHOBA MOKa3biBatoT
MOXOXME PONUKMN.



Ha uTo o6paTuThb @
BHMMaHUe

PebéHok

BPSAA 1N BaM paccKaxer,
YTO XOYeT y4acTBoBaThb
B OMacHOM 4YenneHaxe.
CTOMT HAaCTOpPOXKUTHCA,
ecnu:

4+ pebéHok yacTto npsayert TenedoH

4+ N3MEeHWNOCb NoBedeHne, NoABUNAChb
TPEBOXHOCTb

+ Bbl 3aMeyaeTe CUHAKU UK Nopesb,
PeBEHOK HE MOXET 06 BACHNTL, OTKYAA OHW

4+ eCTb AaB/fieHne CO CTOPOHbI Apy3en

4+ roBOpPUT BaM: «Tbl MPOCTO He MOHMWMaellb,
3TO TPeHA»



Kak pearvpoBaTb

poauTenam

Ctpax 3a pe6éHKa — 3T0 HOpMa/bHO.
Ho pasroBop ny4lle HauynHaTb, KOrga sMoumn
YTUXHYT.

He cTonT: NoBLILLIATE FON0C, KpUYaTh, CThIAUTD,
yrpoxatb, oTbupate TenepoH 6e3 o6 bACHEHWIA.
Takas peakums MOXeT NOATONKHYTbL pebéHka

K TOMY, UTO OH ByAeT CKpbiBaTb OT Bac CBOE
y4yactme B MOA0OHbLIX YenneHaxax.




Kak npaBunbHO
pasroBapuBaTh

He ob6BUHSANTE! CKaXkxure:
BmecTo: «Thl BoObLLE «f1 BONHYHOCb
AyMaellb rof1oBou?» 3a Teb6a» 1 «/laBaii
NNn «f 3anpewtaro — pasbepémcs

N BCe» BMecCTe».

NHorga pebéHky BaXXHO He obbAcHeHwue,
a BO3MOXHOCTb bbITh yCNblWaHHBIM.
He nepebuBanTe ero.

B pasroBope onupanTecb Ha paKThl.
Hanpumenp:

«Bmnaeo B MHTEpHeTe «[1pn yaywbe
OCTaeTcsa Hascerga» KeTK1 Mo3ra

normearT
33 HECKONIbKO MUHYT»




NMpepgnoXxure

a/ibTEPHATUBDbI

YXenaHwe puckoBaTh — 4acCTb B3POC/I€HUS

N Noucka cebs. BaxkHo He NoaaBuTbL ero,

a HanNpaBWUTb 3HEPruK B BEPHOM HarnpasneHuu.
BO3MOXHbIe anbTepHaTUBbI:

+ CNOPT M aKTUBHOCTb, €C/IN HYXeH
aZ\peHanuH

+ TBOpYecTBO, 6101 1 X0661, 4TOOBLI NOAYyYaTb
6onbLie BHUMaHNA

+ noajepxka 1 noxeana 4oMa, ecsii pebeHky
He XBaTtaeT HpMBHElHI;‘IFI




UTOo ele MOXKHO
caenarb:

+ obcyanTe, Kak NpaBu/IbHO MNO/b30BaATbLCH
couceTamu

+ HacTpoKTe BO3pacTHbIE OrpaHNYeHs

+ obcyxaante C pebEHKOM TO, YTO OH CMOTPUT
B MUHTEpHeTe

+ HayuuTe NPoBePATb MHPOPMALMIO

Bawa 3agava — He 3anpewjatb WK nyraTb,
a HayuuTb pebéHka BUAETb OnacHble TpeHAbl

N oOUeHWBaATb UX NOCNEACTBUA.

5. TpaBas (KubepOy/iiuHr)
[l BHEYpOYHBIX 3aHATHH IO BoIpocaM HHGOPMAIMOHHONW O0€30IacHOCTH
U OUGPOBOH THUTHMEHBI IIKOJBHUKOB, PEKOMEHIAOBaHHBIM Poccuiickoil akaneMuein
oOpa3oBaHus, BKIIIOYAET METOJUYCCKAE PEKOMEHIAINH /I MPOBEJCHUS BHEYPOYHBIX
3aHsaTHil o TeMe «TpaBis» g 2-6 u 7-11 knaccos.
https://cifrateka.ru/teachers/?sectionld=56



https://cifrateka.ru/teachers/?sectionId=56
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[TpoekT B popmaTe JEHIUHTOBON CTpaHUIIBI B ceTH MHTEpHET, pean30BaHHBIM
Munuudpsr Poccuu B paMkax BCEpOCCHICKOM POrpaMMbl KHOEPTUTHEHBI U TTOBBIIIICHUS
rpaMoTHOCTH rpaxaaH Poccuiickon @Penepaumu. Ha cailte mnpoekra pasmenieHa
uHpopMamus I KaXJA0ro W3 YYaCTHUKOB KHOEpOyJUIMHTa: »KEpPTBbI, arpeccopa
1 HaOJIrOIaTesd

https://ku6ep-OyuHr.pd/

Nudopmarnmonnsle  kapTouku, mnoarorosicHHsie AHO  «HanmonanabHbIC
MIPUOPUTETHI COBMECTHO C AJIBSHCOM (JIOCTYMHBI Ha pecypcax OOnsicHaeM.pd)

@

Ecnu Bbl yBUAEnn B Hate KOHPNUKT, He CToUT
pearmpoBaTb 3MOLMNOHAaIbHO. DTO MOXeT
yCyrybuTb cutyauumio.

He HY>KHO: Nyyuwe:

* NMUCaTb rHEeBHbIe * caenatb
coobLieHns CKPUHLLOTbI
B 06WWNA yaT nepenmnckm

BbIACHATb * 3apuKcMpoBaTh
OTHOLUEeHWs KOHTeKCT 1 AaTy

nyeAnyHo

* CNOKOWHO
* 06BUHATL obgymaTb

YYXKUX AeTewn AdNlbHeuLWwne
Liarm



https://кибер-буллинг.рф/
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NMoapepixka,

d HE Aornpoc

CnokKonHO norosopuTe ¢ pe6EHKOM.
OH Ao/mKeH NOHATbL, YTO Bbl HA €ro CTOPOHE.

PasroBop MOXXHO HauaTb TakK: «fl yBujen(a)

CoO0bLLEeHNA B YaTe N X04Y MNOHATb, KaK Thbl Ceb4
YyBCTBYeLUb. Pacckaxm, YTo Tam NpPoOnCXOAMT.
Tbl B 6€30NacHOCTN?»

Ba)XHo:

* CIyWwaThb
6e3 ocyxzeHus

* He obecueHMBaTb
npobaemy

* He 06BUHATbL
pebéHka
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Ecnu Bawl pe6eHoK —
XepTBa

e | |
&%k..: F

* [NycTb peb6EéHOK NPOroBOPMUT CBOU YYBCTBA,
a Bbl NoAAepXuTe ero

* O6BACHUTE, YTO TPaBNA —
3TO OTBETCTBEHHOCTb 06UAYNKOB

« CoxpaHuTe goKasarenbCcTBa 6y iInMHra
1N coobLnTe 06 3TOM NCUXONOrY, KNacCHOMY
PYKOBOAWUTE/IKO, @ NPU HEOBX0AUMOCTU —
PYKOBOACTBY LLUKO/bl
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Ecnun Bawl pe6eHoOK —

oonaunk

He nbiTaiTecb cpaly HakasblBaTb
nnu onpaegpiBath pebéHka — pasbeputech
B CUTyaumn. 3apanTe Takme BONpochl:

o,

«4TO Thl YyBCTBOBAN,
KOrza nucan aTo?»

- «Kak, no-TBOemy, 4yBCTBYET P

cebs gpyrovi pebEHOK?»
———
Ba)xHo:
* Bbi3BaTb Yy pebéHka conepexuBaHue
* 06BACHUTL NOCNIeACTBUSA

* NMOMOYb NCNPaBUTb CUTYaUWMKO

v

h
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Ecnun pebeéHOK —

Habnwparens

O6cyanTe c pebéHKOM:

* 4YTO MONYanuBble CBUAETENN YCUINBAKOT
TPaBJIKO U, NO CYyTW, CTAHOBATCH
eé coyyacTHUKaMu

* Kak noagep>Xathb XKepTBy 6yJ'IJ'IIf1HFEl
* K KOMY 13 B3POC/IbIX MOXXKHO OGPETHTI:CFI
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Hy>KHO v nucaTthb

B 06NN YyaT?

O6cyanTe CUTYaLMIO C KNTACCHbIM
PyKoOBOAUTENEM N BMECTe peLunTe, Kak ayyiie
AelicTBoBaTh. Balla 3agava — cnpaBuUTbCS

C NpobnemMolii, a He A0Ka3aTb, YTO Bbl NpPaBsbl.

NMyébnmnyHbie KOHPNUKTbI
poaguTenein moryr:
* yCyrybutb nonoxeHuwe
Aeten

* CNPOBOLMPOBATH
arpeccuto B knacce

* PasaennTb B3POC/bIX
Ha Bpaxayrouime
nareps
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Hy>XHO N uaTwn
B NoNvuuIo

O6paTUTLCA B aAMUHUCTPALMIO LUKO/bI
WIN NPaBoOOXPaHUTE/IbHbIE OPraHbl HY>KHO,
eC/in Bbl BNAWNTE B 4YaTe.

* Yrpo3bl
* CUCTeMaTUYeCcKyo TPaBIko
* pacnpocTpaHeHue NMYHbIX GOoTo

* BbIMOIraTe/ibCTBoO
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6. CepBucsl M MaTepuaJbl 110 HM(PPOBOH 0€301ACHOCTH
KaraJjor 00y4arImmx KYPCOB o udpoBoit
IPaMOTHOCTM — OT TPaBWI pPE3EPBHOIO KONMPOBAaHHS JAHHBIX JIO METOJOB
pacnio3HaBaHusl TUIpekoB
https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2

Tect mo ungpoBoii rPAMOTHOCTH, OIPEICIAIOLINN YPOBEHb OCBEIOMIIEHHOCTH
B 9TOH cdhepe
https://www.gosuslugi.ru/scammer_protection/quiz

Paznen na moprane ['ocycnyr « Kudepoe3onacHocTb —3T0 MPOCTO!», T1e coOpaHa
noje3Hass uHpopmanusa O pasHOOOpa3HbIX KuOepyrposzax. B oTaenbHbIX OJi0Kax
pa3MeIIeHbl PEKOMEHIAINH, CIEIUaIbHO pa3paboTaHHBIE B TOM YHUCJE IS JCTCH.
[TomuMo 3TOTO OCOO0OC BHIMAaHHUE YACIICHO 3aIIUTE OT (PUIITMHTA, CO3TaHUIO HAIEHKHBIX
napoJjieit 1 npoduIakTuKe TeIe(OHHOTO MOIIICHHIUYECTBA.

https://www.gosuslugi.ru/landing/cybersecurity

Paznen wa mnoprane Ilocycnyr «be3omacHocts pgereii B HHTepHere»,
/i€ IPEACTABICHbl PEKOMEHJAUHA U HHCTPYKIUHU IO HACTPOMKE CPEACTB POAUTEIHCKOTO
KOHTpOJsi, uH(PopMainus o OECIUIaTHBIX CEepBUCAaX W Marepuaigax 1o IudpoBoi
0€30MacHOCTH W OMIMSIX JETCKOTO PEeKUMa B PA3IUYHBIX TOMYJSPHBIX CEPBUCAX
U TIPUIIOKEHUSX

https://www.gosuslugi.ru/life/details/internet_safety children

Mpoekr «IIM®POBOM JIMKBE3», peamusyemsiii Munmudpsl Poccun
coBmectHo ¢ AHO «ludpoBas »sxoHOMHKa». B pamkax mnpoekTa TOCTYIHbI
BUJICOPOJIMKN OT BEAYIIUX TEXHOJIOIMYECKUX KOMIIAHUM, IOCBSIICHHBIC AKTYaJIbHBIM
yrpo3aMm HH(QOpPMaMOHHOM Oe30macHOCTH (coluanbHas HWHXKEHEPUs, IPONIEPCTBO,
MOILIEHHUYECTBO C JundeikaMu, Kpaka aKKayHTOB, JOKCHUHI U Jp.) U crocobam

MIPOTUBOJICUCTBUS UM
https://digital-likbez.datalesson.ru/?ysclid=mmui632wzl130807036

IIpoekr «YPOK HUPPbI», peanuzyembiii Munuudpsl Poccunm coBmecTHO
¢ AHO «ludpoBas 5>KOHOMHKA», NPEIOCTABISIOMINNA BO3MOKHOCTh IOIYYUTh

CHeIMaTN3UPOBAaHHBIC 3HAHUS U TTO3HAKOMHUTHCS ¢ akTyanbHbeIMU U T-tipodeccusimu
https://ypokimdpel.pd/?ysclid=mmui90d6uv290511431

Be6-nmopran Anesnca «IIUPPATexka. bubauorexka npakTu4ecKux 3HAHUI,
Ha KOTOPOM MpEJCTaBicHa MoJie3Hass MH(pOpMalMs OT BEAYIIUX HKCIEPTOB B cdepe
6e3onacHocTy B IHTEpHETE U MCUXOJIOTUHU HE TOJBKO /IS IETeH U MOJAPOCTKOB, HO U JIJIS
poauTeNe U YUYUTENeH, CTaThi, 00pa30BaTeIbHbIE KBU3bI, @ TAKKE YEK-JIUCThI, KOTOPhIC
MOMOTYT MIPOTUBOCTOSITh ONIACHOCTAM B HTEepHEeTe

https://cifrateka.ru/articles/



https://www.gosuslugi.ru/scammer_protection/courses?s=9&p=2
https://www.gosuslugi.ru/scammer_protection/quiz
https://www.gosuslugi.ru/landing/cybersecurity
https://www.gosuslugi.ru/life/details/internet_safety_children
https://digital-likbez.datalesson.ru/?ysclid=mmui632wzl130807036
https://урокцифры.рф/?ysclid=mmui90d6uv290511431
https://cifrateka.ru/articles/
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Meroaudyeckoe mocooue «Puckm B 1udpoBoil cpege: AHATHOCTHKA,
npopuiIaKkTUKa, KOPpPEeKIMs», A[PECOBAHHOE Te/IaroraM, rCUX0J0raM, BOCIIUTATEIISIM
Y POJUTEISAM

https://cifrateka.ru/upload/iblock/666/rjuy813z15ynidujjh22ke0xoaSkktti.pdf

['0TOBBI HMKJ BHEYPOYHBIX 3aHATHH IO BONMPOCAM HH(OPMALMOHHONI
O0esomacHocTH W UMPPOBOIl TIUrHeHbl MKOJIbHUKOB (2-6 u 7-11 Kiaccos),
pekoMeHaoBaHHbI Poccutickoil akamgemueirt oOpaszoBanus (Iludpareka. Bapocnwie /
YUHUTEISIM / MeToinueckue Matepuaibl). OCHOBHbIME (hopMaTaMu MPOBEICHUS 3aHATUN
SBJISIFOTCSL O€Cebl C JJIEMEHTAaMU WIPOBOW NIEATETHLHOCTH, a TaKXKe MPAKTHKYMBI,
OpHEHTHUPOBAHHBIC HAa CO3JaHUE COOCTBEHHBIX MPOEKTOB B chepe MHPOPMAIMOHHOMN
0€30IacCHOCTH.

https://cifrateka.ru/teachers/?sectionld=56

NudopmannoHHO-MeTOAUYECKHE MATEepPUAJIbl JJsi poauTeiell (3aKOHHBIX
npenacrasureneit) «besonacHocTs aereit B IHTepHeTe»
https://disk.yandex.ru/t/KDIIgrf1IL.9X1A

Buaeoypok ot npeacenarens AnbsiHica bensakoBoit E.A. «Kak opueHTHpoBaThest
B OHJIAWH-NIPOCTPAHCTBE», TOATOTOBICHHBIN (oHmOM «CTpaHa IS AETei» B paMKax
akunu «besomacHocTh gercTBay YmnosmHoMoueHHoro npu Ilpeswaentre Poccuiickon
®enepanuu o npaBam pedenka M.A. JIbBoBoli-benoBoii.

https://vkvideo.ru/video-207180658 456239300?t=1m42s

Ilnargpopma uudpoBoii rpaMOTHOCTH JJIA HE3PAYMX JeTeldl - COBMECTHAS
nnunuatuBa [TAO «Beimnenkom», Everland u AnbsiHca, HampaBjieHHas Ha MOMOIIb
MOAPOCTKAM C HAPYIICHUSIMH 3PEHUSI B OCBOCHHUH ITU(DPOBHIX HABBHIKOB

https://beelineforkids.ru/



https://cifrateka.ru/upload/iblock/666/rjuy8l3z15yni4ujjh22kg0xoa5kktti.pdf
https://cifrateka.ru/teachers/?sectionId=56
https://disk.yandex.ru/i/KDlIgrf1IL9XiA
https://vkvideo.ru/video-207180658_456239300?t=1m42s
https://beelineforkids.ru/

